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DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING

CONTRACT SECURITY CLASSIFICATION SPECIFICATION 8. FAGILITY CLEARANCE REQUIRED
Top Secret
(The requirements of the DoD Industrial Security Manual apply b.LEVEL OF SAFEGUARDING REQUIRED

Top Secret
2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable)
¢ | 2 PRIME CONTRACT NUMBER ORIBRIAL Eneikis it s o e Date (vymoD)
a. omplete date in all cases)
F01620-95-D-0001 g 95 05 01
b. SUBCONTRACT NUMBER 5 | b-REVISED (Supersedes Revision No. Data (vyamoD)
all previous specs) 2 20108
© SOLICITATION OR OTHER NUMBER DUE Date vyamon) Date (Y¥amo0)
X | . INAL (Complete Item 5 al cases)
4.1S THIS A FOLLOW-ON CONTRACT? YES X | No. If Yes, complets the following:
Classified material received or generated under (Preceding Contract Number) is transferred to this follow-on contract
5.1S THIS A FINAL DD FORM 254? YES X | No. I Yes, complete the following:
In response to the contractor's requested dated , ratention of the identified classified materialis authorized for the period of
6. CONTRACTOR (include Commercial and Government Entity (CAGE) Code)
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Vame, Address, and Zip Code)
Lockheed Martin Corporation 52088 Northern Virginia Field Office
9500 Godwin Dr. 7010 Little River Turnpike
Manassas, Va 22110 Suite 430
Annandale, Virginia 22003
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Vame, Address, and Zip Code)
See Item 13
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
10. THIS CONTRACT WILL REQUIRE ACCESS T0: YES | NO | 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
4 3 FRVE ACCESS T0 CUASSIFIED TNFORWATION ONLY AT ANOTHER CORTRACTOR'S FACIITY R A GOVERRWERT 4
3. COMMUNICATIONS SECURITY (COMSEC) INFORMATION ACTIVITY
b. RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X ¢ RECEIVE AND GENERATE CLASSIFED MATERIAL X
4 FORMERLY RESTRICTED DATA X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE 54
o INTELLIGENCE INFORMATION o.  PERFORM SERVICES ONLY X
T RAVE ACCESS T0 US. CCASSIFIED TNFORMATTON OUTSIDE THE U.S. PUERTO RICU, US. POSSESSTONS AND X
(1) Sensitive Compartmented Information_(SCI X TRUST TERRITORIES
[} 'BE RUTHORIZED YO USE THE SERVICES OF DEFENSE TECHRICAL INFORMA TTON CENTER (OTTC] OR OTRER ><
(2) NonSCI X SECONDARY DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION X | 1 REQUIRE A COMSEC ACCOUNT X
o NATOINFORMATION X i, HAVE TEMPEST REQUIREMENTS X
. FOREIGN GOVERNMENT INFORMATION X i, HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
. LIMTED DISSEMINATION INFORMATION [k BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE 574
i, FOROFFICIAL USE ONLY INFORMATION X I other ey See AFFARS 5352.204-9000
k. OTHER (Specify) %
X

DD Form 254, DEC 90 (EF-V1) (perrorm pRO)

Previous editions are obsolete.





[image: image2.png]12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shal not be relsased for public dissemination except as provided by the Industrial Security Manual o unless it has been approved for publc release by
appropriate Government autharity. Proposed public relsases shal be subitted for approval prior to release

|:] Direct - Through (Specify):
HQ SSG/PKT
501 E. Moore Dr
MAFB Gunter Annex, Al 36114

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Sacretary of Defense (Public Affairs) for review.
In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency,

13. SECURITY GUIDANCE. The sscurity classification guidance need for this classifisd sffort is identified below, If any difficulty is encountered in applying this guidance o if any other contributing factor indicates a need for changes in this
guidance, the contractor i autharized and encouraged to provids recommendad changes; to challenge the uidance ot th classification assigned to any information or matarial funished or generated under this contract; and to submit any question for
intarpretation of this guidance to the offcial identified below. Pending final decision, the information involvad shall be handled and protected at the highest level of classification ssigned or (Fillin s ite fof the offort.
Attach, or forward under sspatate correspondenc, any documents/guidelines/extracts reference hersin. Add additional pages as neaded to provide complate guidance.)

1) Ref 8a: Work locations will be determined by specific task orders issued under this contract.

2) The Contractor shall successfully complete security testing in accordance with the Functional, Security, and Performance Test
Plan (CDRL A014) for each product under this contract.

3) The Contractor shall ensure operational integrity to include quailty control and virus/other malicious code protection.

4) DOD 5200.28 Security Requirements for Automated Information Systems

5) Foreign ownership or controlling interest (FOCT) of Contractors must be evaluated by the DMS Contracting Officer to ensure
that FOCI does not adversely impact the DOD or DMS program.

6) All catories of information provided under this contract shall be safeguarded as specified in the National Industrial Security
Program Operation Manual (NISPOM), Jan 96.

7) Ref 10.a: COMSEC material/information may not be released to DOD contractors without Air Force Cryptological Support
Center (AFCSC) approval. Contractor must forward requests for COMSEC material/information to the COMSEC officer through
the program office. The contractor is governed by the DOD 5220.22-S COMSEC Supplement to the NISPOM in the control and
protection of COMSEC material/information. Access to COMSEC material by personnel is restricted to U.S. citizens holding
final U.S. Government clearances. Such information is not releasable to personnel holding only reciprocal clearances.

8) Ref 10.e(1): Contractor will require access to DCID's 1/7 and 1/19

9) Ref 10.e(2): Contractor will require AFI 14-302 (DCID 1/7) and AFI 14-303.

10) Ref 10.J: FOUO information provided under this contract shall be safeguarded as specified in the attachment "Protecting For
Official Use Only (FOUO) Information.

11) 11.c: Contractor will require access to DMS Security Classification Guide, Aug 91 (or latest revision), and DMS Security
policy, Feb 97 (or latest revision)

Continued on attached sheet

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, n adition to ISM raquiremsnts, ars sstablished for this contract. f Yes, identify X | Yes No
the pertinent clauses in the contract itsslf, or provide an ie which identifies the additi ir . Provide
 copy of the requirements to the cognizant security office. Use Item 13 if additional space is needed)

1) Contractor TS and SCI access will be required in limited numbers. Access will be granted as specified in the NISPOM, Jan 96
(or latest revision). ADP-1 certification may required for access to computer systems at certain locations, as specified within
individual task order Statements of Work.

Continued on attached sheet

15. INSPECTIONS. Elements of this contract are outside the inspsction rasponsibiity of the cognizant security offica. (1 Yes, identify specific Yes X | ho
areas or elements carved out and the activity bl for i Use tem 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated
under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (include Area Code)
Christine C. Mitchell Contracting Officer (334) 416-1043
d. ADDRESS (nclode Zip Code) 17. REQUIRED DISTRIBUTION
501 E. Moore Drive. X | a contractor
MAFB-Gunter Annex, Al 36114 b. SUBCONTRACTOR
X | c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRAGTOR
o. SIGNATURE X | & US. ACTIVTY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
X | . ADMINISTRATION CONTRACTING OFFicER
X | 1. orteRs As NEcESSARY

DD Form 254, DEC 30 (REVERSE) (EF-V1) (PerfORM PRO)





