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ATTACHMENT 2. TERMS AND DEFINITIONS

Access Control. This service allows only authorized users to send or receive DMS
messages. Control can be based upon the enforcement of specific access rules or upon
the identity of the potential user.

Accounting Management. Accounting management enables charges to be established
for the use of resources within the system, and for costs tobe identified for the use of
these resources. Accounting management includes functions to inform users of costs
incurred or resources consumed, enable accounting limits to be set and payment
schedules to be associated with the use of resources, and enable costs to be combined
where multiple resources are invoked to achieve a given communications objective.

Archive. A message is archived for retrieval or saving after transmission or receipt.

Authentication. Authentication services provide for the verified identity of a
communications peer entity (user, process, component, etc.) and the source of the DMS
message. In general, authentication information should be protected from undetected
modification and does not disclose information in a manner that would allow an
adversary to spoof or masquerade as a DMS user. This authentication information may
be torwarded from one AlS/network component to another without re-authentication.
However. this does not alleviate the requirement for component-to-component
authentication.

e Enhanced Identification and Authentication (EI&A). EI&A is the
capability toprovide unique characteristics by which the user is known to the
svstem. For DMS. EI&A (e.g.. MOSAIC and the Personal Identification
Number (PIN) as endorsed by the DMS DAAs) must be provided to the

. component before beginning to perform any actions.

e Strong Authentication. Strong authentication is the use of a cryptographic-
based mechanism to authenticate the identity of the user or the component to
its partner. For DMS. strong authenucauon is satisfied by using the digital
signature cryptography (e.¢.. the signature provided by MOSAIC).

e NOTE: Within DMS. for UNCLASSIFIED BUT SENSITIVE messages, the
above-stated requirements (authentication. integrity. confidentiality. and non-
repudiation) are satisfied with MOSAIC by establishing a session and the use of
dignal signatures and encryption.

Bridge. A device that operates at laver 2 of the OSI Model and connects two LANs of
the same topology.
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Collocated. Two applications are collocated when they execute on the same hardware
platform, and therefore do not have to communicate by means of external
communications protocols (such as a LAN or WAN protocol). They may be executing
on the same operating system or on different operating systems but must be on the same
platform.

Commercial-off-the-shelf (COTS). Items regularly used in the course of normal
business operations for other than Government purposes which (a) have been sold or
licensed to the general public or, (b) are not yet available in the commercial marketplace,
but will be available for commercial delivery in a reasonable period of time.

Commerciality. See Commercial-off-the-shelf.

Compartment. An AIS sub-division in which each user with direct or indirect access to
the AIS, its peripherals, remote terminals, or remote hosts, has a valid personnel
clearance for the most restricted information processed in the AIS as well as formal
access approval, a valid need-to-know, and signed nondisclosure statements for that
information to which he/she requires access.

Component. The existing or proposed hardware and software implementation of a
DMS-GOSIP messaging application.

Confidentiality. Confidentality is the property that information is not made available or
disclosed to unauthorized individuals. entities. or processes.

Configuration Management (CM). Configuration management identifies. exercises
control over. collects data from. and provides data to svstems for the purposes of
preparing for. intializing. starung. providing for the continuous operation of. and
terminating services. CM includes functions to set the parameters that control the routine
operation of a svstem. associate names with managed objects and sets of managed
objects. intahize and close down managed objects. collect information on demand about
the current condition of the system. obtain announcements of significant changes in the
condition of the svstem. and change the configuration of the svstem.

Consultative Committee on International Telephone and Telegraph (CCITT). An
international body that sets universal standards regarding common carriers. computers,
and communications systems.

Contract Data Requirements List (CDRL). A list of deliverable data requirements that
1s authorized for a specific acquisition and made part of the contract. This list is prepared
ona DD Form 1423,
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Critical Defect. Any defect which causes loss (i.e., unreported non-delivery) of
messages, misdelivery of messages, frequent failure of any DMS-GOSIP components.
delay of messages such that speed of service requirements are not achieved. denial of
service, or any security failure which could cause disclosure of data to unauthorized or
unintended personnel.

Data Integrity. Integrity protects against unauthorized modification. insertion and
deletion ensuring computer resources operate correctly and information in the
database/system is correct.

Data Item Description (DID). A document that defines the data required of a contractor
which is specified on a DD Form 1664.

Defense Data Network (DDN). The set of DOD packet switching networks including
the classified DDN (DSNET 1, DSNET 2, and DSNET 3) and the unclassified DDN
(MILNET), which are part of the Internet.

Defense Information Systems Network (DISN). The full set of DOD longhaul
networks. both packet-switched and underlying communications transmission systems.

Defense Message System (DMS). All hardware. software. procedures. standards.
tacilities. and personnel used to exchange messages electronically between organizations
and individuals in the Department of Defense. The DMS relies upon but does not inciude
the DoD Internet.

Digital Signature. A value used to authenticate that the data came from a specific

Juthor

Dircctory System Agent (DSA). A CCITT X.500 compliant directory service which
contains mformation necessary to identty. compose. encrypt. and address messages.

Dircctory User Agent (DUA). Apphication program either fully integrated within the
l A\ or stand-alone which allows user access to the X.500 directory.

DMS-Compliance. An approval status given to a component for being placed on the
DAS Comphant Certified Products Register due to its successfulness of having passed
the tests of conformance (e.g.. GOSIP and military extension). interoperability (e.g..
GOSIP. and military extension). performance. functionality . and security.

DMS Management Structure. The DMS management structure 1s a three-tiered
herarchy. The Level 1 Center has overall management responsibility and. under normal
circumstances. does not perform daily monitoring and control functions. DMS Level 1
management is responsible for setting management goals and policies, performing long
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range planning, interfacing with DMS Level 2 Management Centers. and backing up
DMS Level 2 Management Centers. DMS Level 2 management occurs within a theater
and is responsible for management of directory services, monitoring and controlling
backbone DMS components (MTAs, DSAs, MLAs, and MFGs), and interfacing with
DMS Level 1 management, DMS Level 3 management, and peer management of the
transport network. DMS Level 3 management occurs at a single site or group of sites and
is responsible for customer service such as the activation of a user; user help desk
functions; monitoring and controlling local MTAs, MLAs, DSAs, DMS UAs, and MFGs;
and interfacing with DMS Level 2 management.

Enhanced Identification and Authentication (Enhanced I&A). See Authentication.

Existing Commercial Product. The product being commercially developed and
marketed from which the DMS-GOSIP offered product is derived. This includes the
commercial product as it exists at the time of proposal as well as future releases/product
upgrades resulting from the primary development of that product.

Fault Management. Fault management encompasses fault detection. isolation. and fault
correction. It also includes actions such as alternate routing and alternate delivery. which
ensure continuity of service even in the event of faults. Fault management includes
functions to maintain and examine error logs: accept and act upon error notifications:
trace. isolate. and identify faults: carry out and control those actions necessary to restore
user's service even prior to resolution of the fault: and correct faults.

Gateway. A device which provides communication between two dissimilar networks by
translatung the protocols of one network to the other.

Government Open Systems Interconnect Profile (GOSIP). A set of specifications
designed to achieve connectivity and interoperability between application processes in
information svstems and to provide competitive procurements. GOSIP 1s mandated to be
used by the US Federal Government for all computer data communications.

GOSIP-Conformance. Conformance with CCITT recommendations for message
handhng svstems (X.400 1988) and directory services (X.500 1993).

GOSIP-Interoperability. The ability to interoperate with other GOSIP components.
ldentification and Authentication (I&A). The authentication of a user's unique identity

and authorizations prior to svstem access through the use of a protected mechanism such
as a password.
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Infrastructure. A backbone made up of interconnected DMS-GOSIP components to
provide reliable, secure, and speedy application services including messaging. directory.
and management for users world wide.

Integration. "Integration," as it applies to the Product Integration Warranty. refers to the
act of incorporating specific capabilities into existing products, of incorporating the
resultant products into specific hardware/software environments (producing components),
and incorporating these components into a system, in such a manner that the products,
components, and system continue to provide any original functionality required, and the
system meets functional requirements.

Least Privilege. The principle that requires each subject be granted the most restrictive
set of privileges needed for the performance of authorized tasks. The application of this
principle limits the damage that can result from accident, error. or unauthorized use.

Mail List (ML). A list of X.400 addresses addressable as a single X.400 address.

Mail List Agent (MLA). Processes multiple-addressed messages for transmission. The
ML A enhances the user friendliness of message preparation by relieving the user of
individually encrypting messages for each recipient of a multiple address message.

Management Workstation (MWS). Provides automated message service management
(1.c.. tault. secunty. performance. configuration. accounting).

VMessage Handling System (MHS). A functional model developed by CCITT for
clectronic mail to include Message Transfer Agent and User Agent.

Message Store (MS). Provides the capability for messages to be delivered and stored at
4 tocation separate from the user's personal computer. Messages can be saved. printed.
and archinved on the MS.

Message Transfer Agent (MTA). Provides mail host services to local users and

provides message switching services for the backbone X.400 messaging network.

Message Transfer System (MTS). The X.400 messaging infrastructure, composed of
the fozical network of MTAs. which provides message routing.

MOSAIC. The process of linking the TESSERA Crypto Card algorithms to a software
apphication

Multi-Function Gateway (MFG). Provides message format conversion between
disparate messaging domains (for example. between AUTODIN and X.400).
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Non-Critical Defect. Any defect where an effective work-around (a temporary
procedure by which the user can effectively assemble the products of the disrupted
process without later having to reaccomplish the work) is available.

Non-repudiation. Repudiation is the denial by one of the entities involved in a message
exchange of having participated in all or part of the exchange. Non-repudiation is a
service that protects an entity from such denial. It has two forms, one that protects the
receiver of a communication and the other that protects the sender.

Performance Management. Performance management enables the operation of the
system to be evaluated relative to certain parameters. Performance management includes
functions to gather statistical information, maintain and examine logs of svstem state
histories. determine system performance under normal and abnormal conditions. and alter
the system configuration for the purpose of conducting performance management
activities.

Personal Computer Memory Card International Association (PCMCIA). A
hardware device which allows the use of a TESSERA card at a user's workstation.

Plain Language Address (PLA). The plain language representation of an AUTODIN
user's geographical location and office symbol.

Planning Management. Planning management allows the engineering and planning for
svstem growth and system modification in such a manner that the system will continue to
meet users’ quality of service requirements. Planning management includes functions to
define the current system baseline. in terms of system usage and performance: project
future system requirements: and model the system to support system design. future
requirements. svstem modifications. and resolution of performance problems.

Precedence. The relative order of imponance given to a message as it is processed (i.e..
criic. ECP. tlash. immediate. priorityv. routine).

Product. Any software or hardware. Contract Line Item provided by the Contractor.

Profiler. The capability to perform message processing (on received and originated
messages) based upon elements within the header or text of the message. This includes
features such as kev-word searches (either of the complete message or of a limited
portion of the message). analysis of specific elements (such as classification. subject line.
body part type. or other elements). configurability on a by-user basis. etc.
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Release Authority. A designated authority or an automated process accredited by a
Designated Approval Authority (DAA) within an organization that has approval authority
to release organizational messages.
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Release Authority Requirements. Users that have been designated as organizational
message release authorities are required to reauthenticate themselves before releasing
each message. This requires a different authentication account than previously used. The
release function must be audited.

Security Management. The purpose of security management is to support the
application of security policies by means of functions which include the creation,
deletion, and control of security services and mechanisms; the distribution of security
relevant information; the reporting of security relevant events; and the protection of
management information and management operations.

Store. A received message is stored until it is read at the UA and archived: a draft
message is stored until it is transmitted and archived

Strong Authentication. See Authentication.

Suspected Duplicate. When a station suspects that a message has been previously
transmitted. but definite proof of prior transmission cannot be readily determined. the
message 1s forwarded as a "suspected duplicate” by applying a change to the header of the
message. :

Svstem. "System". as it applies to the Product Integration Warranty. means the
combination of products required to be furnished under this contract. in conjunction with
the network infrastructure. TESSERA Crypto Cards. and hardware platforms on which
the DMS-GOSIP products reside. functioning together as a messaging environment
meeting DMS messaging requirements. A "svstem” may be configured differently at
\various sites.

TESSERA Crypto Card. A card provided by NSA that uses PCMCIA technology and
provides encrvption and a digital signature for the messaging user.

Update A software update 1s a new release with significant enhancements and new
features. including correction of known problems to date: code changes that require all
new disks: manual changes. e.g.. new chapters. additions to chapters. indexes. tables, etc;
and changes in minor version number(digits to the right of the decimal point).

Upgrade. A software upgrade is a new release witlf new extensive
teaturesrenhancements that are added so thap#fe software vendor considers the package
to be a new product (features of the ongurfal software remain part of the package for
backward compatibility and correctiefis for known problems are included); complete set
of new disks: new manual requjréd: changes in major version number (digits to the left of
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